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Running through the profusion of publica-
tions on blockchain technology in the tra-
ditional press1, online2 and via social

media3, there is a thread that speculates on how
DLT will disrupt most, if not all, industries4 –
building out from FinTech and bitcoin5, which is
where blockchain first started, to industries as
diverse as diamonds, music and real estate6. But
what is a blockchain? For the sake of this article,
which is focused on what you can do with the tech-
nology, ie the use-cases, rather than the ‘nuts and

bolts’ of what the technology is, a good, relatively
digestible definition or description is as follows7:

“A blockchain is a digital, distributed transaction
ledger, with identical copies maintained on multi-
ple computer systems controlled by different enti-
ties. Anyone participating in a blockchain can
review the entries in it; users can update the
blockchain only by consensus of a majority of par-
ticipants. Once entered into a blockchain, informa-
tion can never be erased; ideally, a blockchain con-
tains an accurate and verifiable record of every
transaction ever made.”

Throughout these articles, one industry rou-
tinely appears listed as ripe for disruption by DLT
– healthcare8. Indeed, a recent article has identi-
fied 10 new blockchain-based healthcare start-
ups9; there are many more! But while there are
10, 20, 100 or more would-be blockchain start-
ups rushing to get their Initial Coin Offerings
(ICOs)10 out there so that they can put their killer
idea into practise, it would seem sensible to at
least try to identify the sweet-spots within any
industry, and particularly healthcare, where
blockchain technology might actually make a dif-
ference. To that end there have been published a
few more sober and hype-reduced articles on the
use-cases of DLT that might make a real differ-
ence to industry11.

By Dr Richard Shute

Blockchain technology
in drug discovery:
use-cases in R&D

There is no doubt that the interest and hype around blockchain or distributed
ledger technology (DLT) builds daily. The explosion of articles and books
recently is testament to this. But what is a blockchain and how might DLT
impact healthcare, Pharma and R&D?
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To help provide some more insight to those use-
cases that might be more beneficial and compelling
within the healthcare industry and more specifical-
ly in drug discovery, in May 2017 Curlew Research
facilitated a workshop at BioIT’s World Expo in
Boston on Blockchain Technology12. One session
of the workshop13 used the knowledge of the near-
ly 30 attendees, many of whom had Pharma and
Biotech expertise, and some of whom already had
blockchain experience, to try to identify some of
the more compelling business processes or capabil-
ities in the medicines and healthcare value chain
from target to patient where DLT might be benefi-
cial. In this article I expand on the suggestions and
insights which came out of that workshop, focus-
ing on potential use-cases in drug discovery R&D,
from target identification up to regulatory submis-
sion, review and approval.

In a subsequent piece I will look at the post-
R&D space from regulatory submission, via man-
ufacturing, to the patient themselves.

Blockchain use-cases in 
drug discovery R&D
In the drug discovery R&D domain (defined for
the purposes of this article as from Target ID to the
end of Phase III clinical), there were a number of
important use-cases identified by the attendees.
These clustered into seven higher level areas:

1. Patents and Intellectual Property (IP)
2. Genomic data management
3. Raw and refined research data
4. Collaboration
5. Clinical trials
6. Licensing
7. Electronic signatures

1. Patents and Intellectual Property (IP)
A critical part of R&D is the generation of intellec-
tual property (IP), usually (but not exclusively)
through the production of patents such as ‘compo-

sition of matter’ linked to utility. One of the earli-
est clear use-cases for DLT was its ability to times-
tamp unalterably a file or document, through stor-
age of the hash of the file14,15 on the blockchain.
Such a file timestamping service is already avail-
able through sites such as Proofofexistence.com16.

Currently IP is handled pre-clinically by most
organisations through the use of electronic lab
notebooks (ELNs). These electronic record (ER)
systems are now well-accepted legally for the cap-
turing of IP17, as they are able to provide proof of
who created the ER (ie Identity), when it was cre-
ated (ie Timestamping) and what it contained on
the date of creation (ie proof of Content). One
additional, ideal facet would be the ability to prove
that the ER has not been altered since it was creat-
ed (ie Immutability). These four, critical properties:
Identity, Timestamping, proof of Content (via
hashing) and Immutability – what I term ITCI –
are four of the fundamental use-cases provided by
blockchain technology. In the area of patents, IP
and ELNs, it therefore seems likely that highly
secure, blockchain-enabled ELNs will be with us in
the not too distant future. DLT could also enable a
more fine-grained approach to patenting which
could advantageously support the increasing trend
towards pre-clinical drug discovery patents being
filed later and with fewer compounds18 – some-
times with only the one compound of real interest.
If the ITCI data on that compound and its relevant
bioactivity have been captured on a blockchain,
then there is a clear, unarguable ‘stake in the
ground’ for when that material has been first gen-
erated. We will have to wait and see how, or
whether, this might affect ‘first to file’19, the
patenting approach now adopted pretty much
everywhere in research/discovery based industries.

2. Genomic data management
Genomic data plays an important role in the early
stages of drug discovery R&D as part of the feed-
back from the clinic to target identification and val-

The drug discovery value
chain. Estimates of timings and
resources based on classical
small molecule drug discovery. 
Source: https://steveblank.files.
wordpress.com/2013/08/drug-
discovery-pipeline.jpg
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idation. Since the advent of the ‘$1,000 Genome’20

there is an ever-increasing amount of genomic data
being generated: on patients by healthcare organisa-
tions, physicians and researchers; and on ‘healthy’
individuals by choice, often driven by a desire to
know more about their ethnic origins and their
genetic predisposition to disease. While this explo-
sion of genomic ‘big data’ is invaluable to the
research community, including those scientists in
Pharma R&D, there is a risk that individuals’
genomic data – the most fundamental data about
‘you’ – might be hacked, stolen or otherwise abused
if good security and privacy controls are not put in
place. This use-case of security and privacy of
genomic data is one where blockchain technology
can play a major beneficial role; indeed the first pre-
sentation specifically on blockchain at BioIT World
Expo in 2016 was on this very topic21. More recent-
ly, an article in Forbes reinforced this use-case22 and
introduced another new blockchain start-up23

whose aim is to offer services to manage and market
genomic data securely24. Once again, four of the
fundamental properties of blockchains: Identity,
Timestamping, Content and Immutability (ITCI),
seem to offer great potential to make genomic data
more widely and more securely available to individ-
uals, healthcare workers and researchers.

3. Raw and refined research data
The 21st century drug discovery research process
now universally involves the use of instruments
and techniques such as NMR, Mass Spec, HPLC,
etc, to support the laboratory-based work and to
help prove or disprove the experimental products,
findings and conclusions. The instruments produce
what is known as raw data (the output files),
which are then processed into more human-read-
able and interpretable files known as refined data.
Raw and refined data files comprise much of the
evidence that an experiment has been performed
(successfully or not), and they often make up a sig-
nificant part of an ELN entry, whether they are
stored within the ELN system or not (eg in a scien-
tific data management system or SDMS25).

One use-case that arose during the workshop
concerned these raw and refined data files and
relates to the growing issue of file tampering26. If
data files could be ‘stored’ on a public blockchain
(eg via hashing on the bitcoin blockchain through
a service such as Proofofexistence.com or
Tierion27) then the ITCI aspects described above
could be exploited and an audit trail back from
publication to the original file could be established.
To exemplify this further, consider an image file
generated from a cellular staining experiment, or a
photograph of a 2D gel; both of these are human-
readable, refined data files. If, at the time of gener-
ation, the file were hashed14 using a public hashing
algorithm (eg SHA256 or MD5), and the hash
stored both in an SDMS system and on a public
blockchain28, then when the research is published
and the image or photograph file is reproduced in
the paper along with its hash, and if the associated
electronic data file is also made available for down-
loading (for example via Figshare or Zenodo29),
anyone can take that file, perform the same hash-
ing routine and compare this hash to that pub-
lished in the paper and to the same hash stored on
the public blockchain. If the hashes are identical,
this proves the files are identical (proof of Content)
and unchanged (Immutability). It will also give the
time when the original file was placed on to the
blockchain (Timestamping). Blockchain enabling
of ELNs, SDMSs and LIMS, combined with
greater, more open availability of key, supportive
research data files so that more checking for
integrity via hashing and timestamping is made
possible, could thus help to heal this growing sore
within the scientific publication domain.

4. Collaboration
One of the primary foundations of blockchain tech-
nology, as described by Satoshi Nakamoto in
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his/her/their original whitepaper30 is the concept of
disintermediation or the enablement of “multiple
parties who do not fully trust each other to safely
and directly share a single database without requir-
ing a trusted intermediary”11a. If, in that quotation
you replace the words “a single database” by any of
the following: data, results, information or know-
how, then you have the basis for a system that can
support more effective collaboration between par-
ties who would otherwise be very nervous or suspi-
cious about working together. Current drug discov-
ery R&D is now increasingly being done by a net-
work of organisations, often in a classic, centralised
customer-supplier relationship, but increasingly in a
more collaborative, peer-to-peer, decentralised
ecosystem where information, data and results are
shared more or less openly31.

Blockchain technology, probably with off-chain
storage, which is needed because current block size
in most blockchains is not sufficiently big to allow
full datasets to be stored on-chain, could enable
this more collaborative, distributed mode of prod-
uct (not just drug) discovery to become the stan-
dard research model, so superseding the historical
centralised mode. DLT-enabled or merely
blockchain-connected ELNs, LIMS and SDMSs as
predicted above could facilitate and de-risk this
research revolution without compromising critical
company IP. True, global collaborative drug dis-
covery could finally be fully enabled by the
blockchain.

5. Clinical Trials
Use-cases around blockchain support for the area
of clinical trials and the supply chain comprising
Pharma-Physician-Patient-Data have been the sub-
ject of several recent articles32. The exact mecha-
nisms for how DLT could positively impact clinical
trials’ support are still being hotly debated. Indeed,
a recent, heavily-publicised paper describing how
“blockchain-timestamped clinical trials protocols
could improve the trustworthiness of medical sci-
ence” has recently been retracted33. Nevertheless,
blockchain technology and its four primary facets
of ITCI could most definitely smooth and facilitate
the undeniably complex transactional space that is
the clinical trial. DLT could have a significant
impact, from patient recruitment, supply of trial
medicine (or placebo), to protocol and results
securing; and from billing, to more easily allowing
individual physicians to run different trials for
multiple Pharma. DLT may even lead to the situa-
tion where physicians are disintermediated from
the clinical trials process altogether!

6. Licensing
In use-case #4 above, I discuss how DLT could help
secure the newer, decentralised, more collaborative
form of drug discovery. An additional arm of effec-
tive medicines’ discovery that has become more
and more popular over the last 20 or more years
has been the cross-licensing and joint development
of clinical candidates. Two good examples from
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my own time in Big Pharma are lisinopril and 
rosuvastatin34. Licensing in the R&D environment
does not have to just involve compounds.
Technology and IP – from the use of software and
content to scientific techniques, and to the use of
high-tech equipment – can all be subject to licens-
ing under a variety of different contractual models,
eg fixed price, measured usage, named users, roy-
alties, ‘all-you-can-eat’, etc. Licensing is governed
by the contract that sits behind the deal.
Blockchain technology has huge potential in the
governing and management of contracts through
the use of so-called ‘smart contracts’35, which
grew from ideas initially put forward by Nick
Szabo in the 1990s36. The DLT smart contract
(SC) approach has been pioneered by the Ethereum
Foundation37. In essence, DLT SCs combine the
concepts of classical contract law with the ‘stored
procedure’ ideas of traditional database technolo-
gy38 but using blockchain technology. The
blockchain checks that certain key contractual
conditions have been met, and then enforces the
subsequent contractual commitments automatical-
ly. To describe this in a little more detail39:

“A contract is an agreement between two or more
people involving conditional commitments, ie: “If
you do X for me, I will do Y for you.” A legal con-
tract makes those conditional commitments legally
enforceable. If you fail to do X for me, I can take
you to court and have you ordered to do X, or
ordered to pay me compensation for failing to do
X. A smart contract is effectively the same, only
you use some technological infrastructure to
ensure that conditions have been met and/or to
automatically enforce commitments. This can be
done using blockchain technology because the dis-
tributed ledger system can be used to confirm
whether contractual conditions have been met.”

So if, for example, a pre-clinical drug candidate

is cross-licensed from Institution ‘A’ to Pharma ‘B’
with royalty payments from ‘B’ to ‘A’ being depen-
dent on say, compound submission to the FDA,
this can be encoded as a smart contract. Then, as
soon as the regulatory package has been received
by the FDA, a payment is made. In the clinical tri-
als domain, the use of smart contracts to manage
billing and reduce fraudulent claims has also been
proposed as a beneficial use-case for DLT in
healthcare32c. Patient recruitment to a trial could
also be subject to a DLT SC such that the moment
the target for genuine trial recruits has been
reached by a physician or healthcare organisation,
some sort of remuneration to that doctor or hospi-
tal could automatically be enabled. Another possi-
ble example of the use of DLT SCs (not just in
healthcare and not just in R&D) could be pay-as-
you-go usage of software or of a high-tech scientif-
ic instrument40.

I have given just a few examples of the potential
for blockchain-enabled smart contracts in the
healthcare domain, but the huge growth in the use
of the Ethereum blockchain over the last six to
nine months (as measured by the increase in value
of ‘ether’, the coin or token that enables one to use
the Ethereum blockchain41) is evidence of the mas-
sive interest in DLT SCs in many industries, not
just in healthcare. Time will tell where the more
specific value-added uses of blockchain-based
smart contracts in healthcare will make their mark.

7. Electronic signatures
The digital signing of documents has become ubiq-
uitous in modern-day business, not just across
healthcare but across multiple industries.
Wherever it is critical for an individual or an
organisation or even an electronic device to affix
‘something’ which confirms their identity to a doc-
ument, a file, or to an experiment, etc – in this
modern digital age, that ‘something’ now takes the
form of a digital signature. A natural consequence
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of this is the concept of digital identity42. The use
of blockchain technology to support a higher level
of security and immutability to next generation
digital identity, and to allow individuals to take
back a higher degree of control over their own
identity, has become one of the biggest areas of
DLT exploration over the last few years43.
Numerous start-up companies44 and several initia-
tives have been established to look at DLT and dig-
ital identity, eg the Decentralised Identity
Foundation (DIF)45. Many of the more significant
global technology players have also become
involved in such ventures46.

In drug discovery R&D digital signatures are
used, inter alia:

l In ELNs, to confirm that an experiment has been
performed by an individual and that it is under-
standable to a second individual who is “knowl-
edgeable in the art’.
l In documentation that will form part of any
later regulatory submission.
l In contracts.
l In Good Laboratory, Manufacturing or Clinical
Practise (GLP/GMP/GCP) documents.

Digital signatures are in fact used right across
the R&D domain. Any technology that can make
digital signing and identity confirmation more
secure and certain, and so make fraud and identity
misappropriation less likely, will make the discov-
ery and marketing of the drugs that are prescribed
to patients more trustworthy and more trusted.
While preliminary descriptions of the use of DLT
in digital signatures have been described47, it will
probably be digital identity initiatives such as DIF
that will more likely produce the new industry-
standard signatures that future blockchain-enabled
ELNs and document management systems will use
across the R&D space, again, not just in healthcare
but in many other industries.

Conclusion
In this article on blockchain technology in drug
discovery, I have focused on potential use-cases in
R&D. They all build upon four fundamental facets
of DLT: Identity, Timestamping, Content and
Immutability (ITCI). Many are supported by
observations and suggestions put forward by oth-
ers, both online and in the literature. Taken alto-
gether, it is clear that DLT is going to be a major
technological player in healthcare and drug discov-
ery in the future. Furthermore, that future is not
too far away, according to a survey of 120 senior
pharmaceutical and life science leaders conducted

in June 2017 by The Pistoia Alliance48. This survey
concluded that “interest in blockchain is high with
a significant 83% expecting blockchain to be
adopted in under five years.”49 When polled on
the single most significant hurdle or perceived lim-
itation that blockchain must overcome before it is
adopted widely in healthcare, “the leaders identi-
fied the biggest hurdle as regulatory issues (45%),
followed by concerns over data privacy (26%).” A
more focused question on the specific areas where
blockchain tech will have the greatest impact sug-
gested that manufacturing and the medicines’ sup-
ply chain (68%) followed by the health records
area, including genomic data (60%) were the areas
likely to be most affected by DLT.

These observations suggest that blockchain tech-
nology may have its biggest impact post-R&D. I
contend, however, that DLT will also disrupt the
pre-submission, R&D space. Some suggestions
about how and where that disruption might occur
along the medicines discovery value chain are
described above. Time will tell whether any of
these lead to successful blockchain-based products,
services or businesses, or whether some other cur-
rently unknown use-case will appear that becomes
the killer app for blockchain just as email was for
the internet50. Rest assured, blockchain technology
is here to stay and medicines discovery will be
changed by it.
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